NEW WEBMASTER ORIENTATION

INTRODUCTION TO

UPAY & UMARKET

Payment Card Industry
Data Security Standards (PCl DSS)

* PCI DSS is a required standard that all Universities,
as well as all merchants and their banks, must
comply with, and is supported by state and federal
law.

e Each merchant must complete annual training on PCI
DSS to maintain compliance.
me

x

10/8/2009



Payment Card
Acceptance/eCommerce Policy

* The University has an official Payment Card Acceptance
and E-Commerce Policy.

* The policy outlines requirements for obtaining and
maintaining a merchant account.

* The policy also addresses using Third Party Processors,
Security Breaches, and Secure Transmissions outlined by
PCI DSS.

* You may review the policy at
http://www.regulations.utah.edu/administration/3-
070.html </

UPay & UMarket Overview

» UPay was created by the University and is the
preferred eCommerce Payment Application.

— Uses a secure, certified server, maintained by
the University which ensures it is PCI DSS
Compliant.

» UMarket creates a URL to hyperlink on your
website. Customers are redirected to the secure
server. No sensitive data is stored by the
department.

» All payment card deposits post directly to
department chart fields, eliminating the
Departmental Deposit.
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Ecommerce Application

The Ecommerce Application can be found at : https://webapps.utah.edu/webmaster/ecom/app.html
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UMarket

UMarket provides two ways to process payment card transactions through UPay — a check-

out page and a shopping cart.

e Check Out Page

-Collect Billing and Shipping Info
-Customize with Department
Information

-Up to 3 fields to collect additional
information

-Can have several check out pages
for multiple items

-Can allow registration without
payment.

-Can connect to your own registration
form, use this for collecting payment
only.
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Shopping Cart

e Customizable with
Department Logo

e Can be used for
merchandise or conferences
» Allows cardholder to
purchase several items with
one transaction

* Up to 10 additional fields
to collect cardholder
information
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All transaction
information can be
seen on a report in
the Campus
Information System
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You may also use the receipts option in your UMarket admin module for
reconciliation. Access to this module should be very limited.
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Advantages to UMarket

 UMarket is hosted on a secure, certified
server.

* Payments are automatically deposited.

» Simple to modify; training is available at any
time.

» The shopping cart and checkout page are
templates that can be customized to your
department — saves your webmaster time &
effort.

* You can use both UMarket options with one
account.
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Contact Information

Kim Stringham

Administrative Program Coordinator
Income Accounting & Student Loan Services
kim.stringham@utah.edu

585-5686

Lisa Zaelit

Accounting Manager

Income Accounting & Student Loan Services
lisa.zaelit@admin.utah.edu

581-3968
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